In this paper we extend the theory of Radio Frequency (RF) propagation as it relates to propagation within metal circular pipes. This work is motivated by a need to understand the operation of UHF Radio Frequency IDentification (RFID) systems when the tags are placed within the pipes. These circular pipes are shown to be similar to metal tube waveguides which are hollow. We derive the Bessel function that is used to identify the propagation constants, the different transverse electric and transverse magnetic modes, cut-off frequencies and the multimode attenuation. These parameters are used within the theory to identify operating limitations of passive RFID systems in hollow metal pipes. A comprehensive general theory is developed to enumerate the workings of passive RFID systems in circular metal pipes. Analytical evaluations are used to visualise the tags within the metal pipes and to validate the theory presented in this paper.
Introduction
There is an increasing amount of interest within the industry for implementation of Radio Frequency Identification-(RFID-) based systems into various new and emerging applications. In most cases, a theoretical background on fundamental limitations of the technology is highly desirable. Often times using this background, research is conducted to push the limits and boundaries within which these technologies operate. In this paper, we will discuss the ability of RFID systems to function in metal pipes. Currently, the high volume of metal pipes in assets will not accommodate passive tags to be located outside these cylindrical designs for various factors including but not limited to the damaging of tags. The inability of tags to be mounted on the outside of these cylindrical metal structures has spurred interesting investigations into the workings of this technology around metals, which is studied thoroughly in this paper. In this technical paper, we will discuss the workings of passive RFID tags inside metal pipes.
The characteristics of Radio Frequency (RF) propagation as related to passive RFID systems must be studied to reveal the workings in a metal pipe. Similarly, metal pipes must be modelled as an electromagnetic compatible structure that would yield to the fundamental Maxwell laws. With the two most important steps covered, this paper would move ahead and examine the fundamentals of RF propagation in metal pipes using known mathematical special functions such as the Bessel function. These special functions are then used to describe the fundamental limitations of passive RFID systems. Potential solutions to passive RFID systems in metal pipes are presented and further discussions are elaborated. This paper is organised as follows: a background on the modelling of metal pipes and fundamental electromagnetism is presented in Section 2. Motivation for this topic is demonstrated in Section 3. Mathematical analysis and waveguide engineering is presented in Section 4. The special mathematical function called the Bessel function is introduced in Section 5. Theory and limitations of passive RFID systems in hollow metal pipes are presented in Section 6. A general theoretical solution is presented here. The radiation patterns of RFID tags are simulated comprehensively in Section 7. In Section 8, the proposed general theory solution is discussed and validated. This solution is shown to have an impact on the current state of passive wireless communications in various finite element structures. Finally, a comprehensive conclusion is provided in Section 9.
Background
The obvious choice for modelling metal pipes would be to use a cylindrical or circular waveguide. Waveguides are structures used in guiding EM waves at high frequencies. On applying boundary conditions on the wall of the waveguide, basic formulas are obtained for different modes of operation. Cylindrical waveguides comprise of the three types known as: 1 metal tube waveguides, hollow or filled with dielectric 2 dielectric waveguides 3 coaxial waveguides.
Figure 1 is a depiction of two common types of waveguides, the rectangular waveguide and the cylindrical waveguide. The key differences are the simple fact that the waveguide dimensions are dictated in (a) by a and b, whereas in (b) by just a. These dimensions cause the RF propagation and modes to be different between the two waveguides. When discussing metal pipes, it is quite easy to see that the cylindrical waveguide is the right choice. In this paper, we will show the mathematics behind cylindrical waveguides, but more importantly the metal tube waveguides, hollow or filled with air. Both the vectors and propagation direction are strictly perpendicular in nature. These electromagnetic waves must be solved with boundary conditions at the edges of the waveguides using Maxwell or variants thereof to obtain solutions. The boundary conditions are typically represented by the material composition as well as their interfaces. The solutions (also called modes) to these equations would yield eigenvalues that are direct representations of axial wave velocities in the waveguides. There are two common transverse modes of propagation called the Transverse Electric (TE) and Transverse Magnetic (TM) mode, which will be referred to often in this literature. Each propagation mode has an associated propagation constant and cutoff frequency. The dominant mode of operation is the lowest mode possible. It is the mode with the lowest cutoff frequency. There are also two other modes, namely the Transverse Electromagnetic (TEM) and the Hybrid (HE) mode. The four different mode categories as described above are:
1 Transverse Electromagnetic (TEM)
2 Transverse Electric (TE)
3 Transverse Magnetic (TM)
4 Hybrid (HE).
In the TEM mode, both the E and H fields are transverse to the direction of the wave propagation. Therefore 0
, resulting in the fact that the TEM modes cannot exist in hollow metallic waveguides. However, the TE and TM exists freely depending on the characteristics of the wave (wavelength or frequency) and waveguide properties. HE modes exist in the cylindrical waveguides but present a rather complex problem by itself. The analysis of this mode type is rather dubious and hardly relevant since they are rarely in dominance (Sadiku, 1989) . Therefore, for the purpose of this paper, the HE modes are not considered. In Section 3 a clear motivation is presented for the proposed research of understanding the workings of passive RFID systems in metal pipes.
Figure 2 Plane electromagnetic wave propagation
Source: Sadiku (1989) .
Motivation
The motivation for the characterisation of RF propagation in metal pipes stems from the industry's need to track and trace metal pipes in volume using low cost technologies. The case for lost and misplaced metal pipes is staggering and could hurt the bottom line for a company in this tubular industry. Organisations offering metallic products have for a very long time been in much need of a supporting framework such as obtainable by the auto-id technologies. Track and trace capabilities will not only revolutionise the tubular industry, but will also contribute immensely in customer satisfaction as it will give the user tremendous access to the world of information systems. This new world will not only reduce complications and gain customer confidence, but it will also create a very lean industry that would continuously be more and more efficient. Authentication systems powered by a global information system will enable an incredible amount of confidence in the industry, which would allow for a seamless stream of business opportunities. Most major players in this industry are immensely concentrated in the large diameter pipes market, specifically for the oil and gas pipeline projects worldwide. These projects are typically high value projects and therefore any delay, mishandling or wrong shipments could cause a significant impact on profit margins. Similarly, understanding RF propagation in the light of passive RFID technologies could someday revolutionise the track and trace of other high valued metallic objects. Today, most metallic objects produced in the industry with high demand or volume stay away from passive RFID technologies for the simple reasons that the technology lacks a guaranteed solution. A better understanding of the nature of RF propagation and its limitation in view of passive RFID technologies would allow the appropriate industries to recalculate their Return-On-Investments (ROI) in a more calculated and assured manner. In the following section, the fundamental mathematics behind waveguide engineering is introduced. This section assumes some background in electromagnetism.
Mathematical analysis
Considering a straight cylindrical waveguide having an arbitrary cross section and lying along the z-axis, the electric field intensities inside satisfy the following homogenous vector Helmholtz's equation, where E is the three dimensional vector phasors (Cheng, 1993) .
This can then be multiplied by 2 r and collected by terms to form,
Recognising that the terms on the left are only a function of r, that the terms on the right are only a function of θ and that,
We can rewrite the wave equation as,
Where n is an integer constant requirement from the equation for ( ) g θ and is required to be continues or periodic at 2π . Examining the wave equation, n h f r r r r
This is the famous Bessel's function, which has the general solution (Cheng,1993) ,
where J n is the nth order Bessel function of the first kind and Y n is the nth order Bessel function of the second kind, both of which functions and properties are very well known. For cylindrical waveguides, finite fields at all points are highly desirable, which translate to no changes within the guide and therefore, all forms of Y n are rejected since,
5 The Bessel functions Figure 3 carefully depicts the Bessel function for the cylindrical waveguide problem. Notice that these functions behave very much alike to the sin x/x function. They start at 1 or 0 and decrease as u increases. However, the period changes as r changes. Rarely, will there be a need for higher order Bessel functions in the case of cylindrical waveguides. The two main types of Bessel functions are typically referred to the first kind and second kind, respectively. These functions are used often when solving electromagnetic problems in cylindrical or spherical coordinates using the Helmholtz equation or Laplace's equation. Bessel functions of the first kind are functions that have finite initial conditions and are obtained by solving the differential equations for non-negative orders (Dudley, 2005; Dudley et al., 2007) . Figure 3 is a plot of the Bessel function of the first kind, where the colours denote higher order functions. Similarly, the Bessel functions of the second kind are solutions to the differential equations with a singularity for its origin instead. This function with a negative infinite singularity is sometimes called the Neumann function and is depicted in Figure 4 . For the purpose of the metal pipe analysis, the Bessel function of the first kind is highly applicable and is used throughout this paper. In an attempt to understand the details regarding this special type of function, a visualisation of the complex and contour plots for the Bessel function is studied closely. Figures 5 and 6 depict the complex 3D and contour plots of the Bessel function of the first kind at the 0th order. Notice that the imaginary and real plots are somewhat phase-shifted and are otherwise similar in most respects. The Bessel functions are roughly oscillating sine or cosine functions that decay exponentially but generally have non-periodic roots. Figures 7 and 8 depict the Bessel functions of the first kind at the 10th order, where the number of oscillatory functions increases as the order of the function increases. This is simply the nature of this mathematical model and is used successfully for characterising electromagnetic waves in cylindrical metal pipes. The mathematical analysis in this paper assumes a summation of all orders of Bessel functions that exist. Although this is a good practice, the specific nature of each environment is typically different and requires alternate order deductions. These deductions are outside the scope of this paper and will be tackled in later publications. Table 1 indicates the values for u at J n = 0. This table denotes the roots to the Bessel function of the first kind. These roots are recorded for the first three orders of the function as higher orders are typically non-pertinent when studied under the context of electromagnetic modal analysis in metal pipes (Dudley and Mohamed, 2006) . Table 1 Roots of the Bessel function of the first kind for the TE mode Using the knowledge and information provided above, the general solution for the electric field for a given mode at a specific spherical radius and angle is derived. This general solution can be very easily shown to be:
Since we expect the solutions to be independent of the origin, the general solution can be simplified to get,
At the metal wall, E = 0 and therefore J n (hr) = 0. Since t nl = u, we get the equation,
where n is the number of circumferential variations and l is the number of radial variations. The propagation constant is therefore (Cheng, 1993; Sadiku, 1989) ,
where propagation only occurs for
where the lowest cutoff frequency is t 01 = 2.405 which makes TM 01 the TM mode with the lowest cutoff frequency. The field components for the circular TM nl modes are (Cheng, 1993; Sadiku, 1989) , 
The TE modes are calculated similarly. The only difference that now exists is E z = 0. It is very important to point out that s 11 = 1.841 is the value of the lowest zero and therefore, gives
11
TE the lowest cutoff frequency. Therefore, similarly the complete field components for the circular TE nl modes are (Cheng, 1993; Sadiku, 1989) 
Combining both results for the TM and TE, a table of the existing modes can be generated as given in 
then only the TE 11 mode will be allowed to propagate. It is important to point out that single mode propagation is highly desirable since it will allow maximum power transmission (Cheng, 1993; Dudley, 2005; Dudley et al., 2007; Sadiku, 1989) . Passive RFID systems are a very interesting technology to be studied with structures such as metal pipes. The major reasons cited here are based on the simple reasons that it is an energy harvesting technology utilising backscatter for communication. Passive RFID systems and metal pipes are also an interesting mix because of the physical and electromagnetic wave propagation constraints as defined by metal pipes. The three major factors contributing to the limitations of passive RFID in metal pipes are as listed below:
1 Cutoff frequencies as dictated by the diameter of the metal pipe 2 Angle of incidence of the plane waves with the surface opening of the metal pipe 3 Attenuation of the propagated waves a for the operational modes specific to internal propagation b for the external propagation, that is: outside the metal pipe Figure 9 depicts the parameters involved in the major limitations as listed above. The total attenuation is broken down into two parts to describe the attenuation caused by external propagation of the waves in free space and the attenuation of the propagating modes in the metal pipe.
where T α , E α , I α are the total attenuation of the system, attenuation caused by the external propagation and attenuation caused by the internal propagating modes respectively. In the following sections, the details of these limitations pertaining to passive RFID systems as described above are explored. This exploration will include the attenuation, angle of incidence and cutoff frequencies as justified by the diameter and other environmental constants.
Figure 9 Limiting parameters for passive RFID systems in metal pipes
Figure 10 TE modes as generated from Table 3 Figure 11 TM modes as generated from Table 3 6
.1 Cutoff frequencies in metal pipes
There is a fundamental difference between waveguide designs and the problem at hand. Recall that waveguide designs are scenarios when a designer picks a dimension and builds the waveguide. These dimensions are in practice chosen such that the number of modes propagating is limited to either one in the best case or to very few in some cases. This is done on the premise mentioned above to allow maximum power transmission. It is possible to design such a system, given that the designer knows the desired frequency and has the ability to pick the dimensions. RFID in metal pipes poses a somewhat different problem since the number of pipes is generally large and they have various diameters associated with them. Assuming for example, a UHF RFID system where the frequency and wavelengths are well known, then from the previous section, it is obvious that having tags in different pipes (having different dimensions) will enable different types of wave propagation modes in these pipes. If the pipes are sufficiently small in diameter, it is obvious from Section 5 that there might not exist any modes of operation, therefore, the power transmitted is highly negligible or effectively zero. In this case, the RFID tag inside the pipe will be unable to function. The second case is when the diameter of the pipes are within the range where a single TE mode is allowed to propagate, that the power transmitted is very high and not attenuated very much.
In the third case, the diameter of the pipes are too large and many modes are allowed to propagate and therefore as mentioned before, the power transmitted reduces appropriately. The three cases are:
single TE 11 propagating mode. Using Equation (25) to describe the required TE modes and Equation (17) to describe the TM modes, the equations below are generated. 
Similarly using the equations above, Table 3 
Using the Equations (39) and (40), a simplified generalisation can be made using an averaging mechanism to achieve the equation as noted below. 
Given the explanation above regarding cutoff frequencies and modes propagating in the metal pipe, there exists a need to put these justifications into context. This is required to give a level of visualisation into the propagating modes as well as their causal effects to the RFID tag in the metal pipe. In order to proceed with this visualisation, the attenuation of the waves in their respective propagating modes must be analysed. In the following section, these attenuation factors are studied to reveal a generalised solution for metal pipes.
Attenuation of the system
The substantial points addressed in this paper are the attenuation of the system from the exterior as well as interior of the metal pipe. A comprehensive theory of ray-based attenuation would allow an extended idea on the power received at a tag in metal pipes. This is indeed a key requirement when analysing a passive RFID system in an electromagnetic structure such as the metal pipe. The following sections would discuss the attenuation and wave propagation inside and outside metal pipes.
Quantitative analysis of path loss
There are various ways to model the path loss associated with a passive RFID system. These models traditionally use microcell environments in an attempt to find a suitable process and theory (Perera et al., 1999; Tan and Tan, 1995) . Considering metal pipes does complicate the subject but does not significantly alter the propagation phenomenon. In needing to be as accurate as possible, the path loss is considered only for the externally propagating waves. This would neglect free space losses within the metal pipe which would further complicate matters. The method used in this paper is similar to that employed by Arumugam et al. (2007) . This method enables the simplistic propagation path loss measurements using a minimalistic ray approach for passive RFID systems. The dual slope model used by this method is a generalised approach for predicting the Received Signal Strength (RSS) using the two ray model (Rustoko et al., 1991) . Figure 12 depicts the two-ray model, where r 1 is the direct ray and r 2 is a multipath ray. The RSS at the receiver in the dual slope model is expressed by a modified version of the Friis formula and is given in Equation (42) (Rustoko et al., 1991) .
P r = received power 
h 2 = height of the point of intersection between surface plane of metal pipe and r 1 or r 2 h 1 = reader antenna height above the surface It is assumed that both the antennas are impedance matched for Equation (42) to be valid and accurate Arumugam et al. (2007) . The values chosen for a typical UHF passive RFID system are indicated below. The unknown variables in the system is assumed to be the height of the point of intersect, h 2 and the distance, d or r. (42) and (43) using the parameters provided above and for the metal pipe (parallel to ground surface) height of 1m above the ground. These values are highly typical for a passive UHF RFID system. Notice that the plot is logarithmic in nature and intersects 0 dB at approximately 2 m away from the reader. Similarly, using Equations (42) and (43), a plot is generated in Figure 14 to depict the results from Figure 13 above for all cases of the metal pipe height up to 10 metres. This plot is generated with the reader system located 5 metres above the ground surface. Notice that the rate of decrease for the RSS towards the ground is slower than the rate of increase as the metal pipe divulges away from the ground surface. This is a phenomenon easily quantified when incorporating the two-ray model in Figure 12 . In the following section, a quantitative analysis of internal attenuation is derived. Here it is shown that the fundamental modes of propagation play a crucial role again. This role will be exemplified and is shown to have an impact on any potential unified theory proposed in this field. The results of Sections 6.2.1 and 6.2.2 would be the main justifications behind the theory of attenuation in metal pipes.
Quantitative analysis of internal attenuation
Attenuation of electromagnetic waves within the metal pipe is dependent on the propagation mode that exits and is considered to only exist for electromagnetic waves above the cutoff frequency. Within these modal limits, there are two definite boundaries for the attenuation, namely the TE and TM modes. Using these definitions and equations leading up to Equation (38), it is found that attenuation for the electromagnetic waves in metal pipes are well explained in the following equations.
Given Equation (44) through Equation (47), the attenuation in metal pipes can be deduced. Equations (48) and (49) are complete representations of the propagation losses in metal pipes as discovered from the attenuations discussed. These equations are converted to decibel format and take into account the entirety of the constraints as set by metal pipes as well as the propagation path or path travelled. 
Equation (50) represents the power loss for all the modes in a given metal pipe. This equation is derived with the propagation path of the wave in the metal pipe and the diameter of the metal pipe, as strong dependents. Therefore, Equation (50) is rewritten as Equation (51).
In the following section, the propagation losses for the electromagnetic waves in metal pipes are combined with the path losses for the general free space propagating wave. These two concepts are united to reveal a partial solution to the general theory of passive RFID systems in metal pipes.
Theory of attenuation
Given the concepts discussed in the previous sections it is clear that a theory of attenuation for the entire metal pipe system would represent both the internal and external power losses. This theory would be a linear solution and represent the problem as consisting of a single metal pipe. Using the knowledge gathered thus far, Equation (52) below clearly justifies the general solution.
( )
In an attempt to reason a proper allocation for the internal power loss, notice that the transmitted power of the reader is very well suited. Here, the transmitted power of the reader can be used by subtracting the internal power losses first. This creates a self soluble theory that is shown to be extensible, and yet linear in fashion. The equations below display how this extension leads to the solution of the attenuation in metal pipes. 
Equation (55) is a general representation of the scenario as described earlier.
This 2-dimensional case is easily solvable in a numerical fashion when using Equations (43), (48), (49) and (55) simultaneously. In a three-dimensional scenario, the general solution as described above will not yield the correct solutions since the RFID tag and reader system are rarely on the Line of Sight (LOS) of each other. To tackle this issue, a new system that takes into account the angle of incidence must exist. This system must use the angle of incidence as a way to shape the power transmitted to the tag and allow an accurate measurement or prediction of the power losses suffered by the entire system. In the following section, the angle of incidence of the reader's LOS is studied.
Angle of incidence of the propagating wave on the open surface of the metal pipe
The purpose of modelling the viewing angle of the metal pipe is to determine the appropriate maximum amount of energy allowed to permeate through the metal pipe. This enables an accurate estimation of the power received by the RFID tag in the metal pipe when present in a three-dimensional environment. In these environments, the reader and tag do not necessarily have a LOS view of each other and therefore, must be corrected appropriately in the theoretical equations as depicted in the previous sections. Metal pipes or similar cylindrical structures have surfaces resembling circles when viewed from top (90°). However, when viewed at other angles, the surface area of these structures tends to seem ellipsoidal in nature. This is caused purely by the viewing angle of the structure and requires a new method of modelling ( Figure 15 ).
Figure 15
The ellipse as perceived from non-LOS angles
The surface area of an ellipse is defined by Equation (56). It clear that the surface area of the circle is equal to the surface area of the ellipse for x 1 = x 2 . 
Another important perspective is the variance of the perceived surface area of the metal pipe as compared to the angle of incidence. This is a good indication of the characteristics of the propagation theory. The equation below explains the characteristic of the perceived radius, where a is the actual radius and a' is the perceived radius of the metal pipe.
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Using Equation (57), the perceived surface area of the metal pipe when compared against the angle of incidence can be calculated. The results of the perceived surface area and angle of incidence are relevant to both the power transmitted to the tag and to the propagation modes as described in Section 6.2.2. These results affect the power transmitted in power density considerations. The density of power transmitted by a source is related to the area of which the power is dissipated. Typically, the power density allows a calculation of the power transmitted to a single point in space. This is illustrated in Equation (59).
The effective power captured by the tag requires consideration of the area of the tag antenna. The effective power received by the tag is portrayed below, where A eff is the effective capture area of the tag antenna.
T t t r r f f e P P A =
However, in the case of metal pipes, the perceived area of the metal pipe opening is just as important a consideration. In understanding the phenomena behind angle of incidence, it is obvious that at θ ≈ 90°, the perceived surface area of the metal pipe plays a smaller role and therefore, the area of the tag antenna is more important. This is so because at those angles, the LOS factor plays an important role and the effective tag antenna capture area is smaller in definition with respect to normalisation, than the surface area of the metal pipe opening. However, these assumptions are wrong at the other extremes of angle of incidences. Notice that at θ >> 90° and θ << 90°, both antenna sizes play a crucial role. Studying these phenomena, it is relieving that a simple equation as depicted below easily solves this problem.
Using Equation (61) with the general Equation (60), a solution for the system is found, where the perceived area of the metal pipe's opening (A e ) and the area of the tag's antenna (A t ) is taken into consideration. This general solution is given in Equation (62) below, where T t r P is the total power received at the tag and T r P is the power received at the tag before area normalisation.
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In the following section, a complete general solution is presented and discussed. It is shown to be a numerical solution that is unique and complete in order to characterise the passive RFID system in metal pipes. This solution is then shown to be a comprehensive theory of passive RFID systems in metal pipes.
General theory of passive RFID systems in metal pipes
The general theory of passive RFID in metal pipes is a theory that incorporates various aspects of the technology and its application to the metal pipe scenario. In this section, a general theory is presented that describes the power received by an RFID tag located in a metal pipe. The tag and therefore, the z-axis of the metal pipe need not be within the LOS of the RFID reader system. Since the theory is comprehensive in nature, these irregularities are handled well and the compensation with constant variables are not necessary. The general theory presented in this section is a numerically soluble equation, which when subject to the appropriate variable and constant, is soluble to a numerical value. Using Equation (62) and Equation (55), the solution is presented in the form depicted in Equation (63). 
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Although this equation is comprehensive, it still lacks the important characteristics of the perceived radius of the metal pipe, especially when considering the transverse modes and the cutoff frequencies. It is well known from the previous sections that the cutoff frequency for the metal pipe is strongly dependent on the radius of the metal pipe. However, in a situation where the angle of incidence is not 90°, the perceived surface area of the metal pipe's opening is dictated by Equation (58). This equation is based on the perceived radius which is exemplified in Equation (57) instead. Using this notion, it is obvious that the general solution needs modification to accept the changes caused by the angle of incidence on the cutoff frequency, propagation modes and therefore, internal attenuation. In turn, the changes to the internal attenuation of the system will relate a direct change to the 
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where (64) is the general theory of the power received at the RFID tag in the metal pipe. Similarly, the power of the received signal at the reader system can be calculated. The equation that dictates the RSS of the RFID tag backscatter must encompass the tag backscatter inefficiency as well as the silicon processing power usages. Modelling the entire tag inefficiency as the parameter T , η , the general theory developed above is used to define the received power of the signal at the reader system. The generalised solution is given in Equation (74) 
From the general theory in Equation (64), it is easily noticed that no account is made for the propagation below the cutoff frequencies. In order to account for this phenomenon, a new set of equation needs to surface in the general theory. At frequencies below the cutoff, the TE and TM modes do not theoretically exist. Therefore, this means that no energy propagates in any wave modes at or above the dominant TE mode. Power from the electromagnetic waves does not propagate through the metal pipe opening and in fact get reflected of the surface plane. This higher level of shielding creates extremely high attenuation constants, which are typically modelled using Equation (75), where ' β is the measure of phase shift per unit length and is called the phase constant or wave number, and u is the wave velocity.
Substituting Equation (76) into Equation (75), and solving the attenuation function in decibels per metre instead of the units nepers per metre, the following function is derived.
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To exemplify this equation for a UHF-based passive RFID system, the appropriate values as shown below is inserted into Equation (77) to reveal Equation (78).
( ) 
Notice that the minimum attenuation as dictated by Equation (78) for a UHF-based passive RFID system is 166.454.db/m. Also notice that the attenuation felt during below cutoff is complementary in nature to the attenuation felt by the RFID tag in the metal pipe above cutoff. This is so, such that L P of Equation (50) and subsequently Equation (64) never exist at the same instance when bc α exists. This is by definition correct and both analytically and theoretically correct as depicted in the equations above. Since the functions behave similarly to each other, Equation (53) 
Finally, substituting Equation (80) back into the general theory, a complete description is now evident with both the sides of the cutoff frequencies considered. This equation is, therefore, well suited for any type of analysis mostly within boundary condition limitations. The modified general theory is presented in Equation (81) using the set of equations as presented previously (Equations (65) through (73) and Equation (80) above). An expansion of all the incorporated terms is evident in Equation (82) 
In Equation (74), the power received at the reader is approximated using a linear approach. Although this method is a quick way of analysing the passive system, care must be taken to encompass the problem appropriately. Different technologies such as passive UHF RFID systems as compared to SAW-based passive RFID systems would operate rather differently. Therefore, a linear system to describe the tag operation as well as return power would yield inappropriate. In Section 6.5, the UHF RFID tag is analysed. This analysis includes the propagation of the tag's backscatter. Characterising the tag backscatter allows a highly rigorous theoretical and analytical evaluation of the actual workings of a UHF passive RFID tag in metal pipes.
Backscatter of UHF passive RFID tags
Passive RFID tags operating in the UHF band are rapidly growing into the dominant auto-identification technology. These tags were first used successfully as a friend or foe system during World War II. Most major applications for UHF passive technologies are predominantly in supply chain management where asset track, trace and authentication are often viewed as the Holy Grail. Figure 17 describes the typical UHF system. The purpose of this system is for the reader to identify all the tags in its read zone. This is accomplished by the reader sending a signal aimed directly at tag response. This signal is called the query signal. The passive tag requires energisation to power up its ASIC and therefore, harvests the energy from the RFID reader's carrier wave. Once the tag is able to power up, the reading process starts and the tag moves from the initialising state, up to the identification stage. During the identification stage the tag replies to the reader with a tag ID. Data communication from the tag to the reader is accomplished by switching the tag's input impedances between two states and thus modulating the backscattered signal (Nikitin and Rao, 2006) . This form of data transfer uses various types of modulating schemes (Curty et al., 2005; Glidden, 2004) . In UHF-based passive RFID tags, the ASIC is often directly connected to the antenna. The equivalent of the tag antenna is shown in Figure 18 . 
where a c and Z Z are the complex antenna impedance and the complex chip (load) impedance, respectively. These impedances are typically matched to the high impedance to maximise the collected power (Nikitin and Rao, 2006 x . The power of the electromagnetic wave in free space is typically modelled well using the modified Friis theory in Equation (42). When considering a tag however, extra care must be taken to include details regarding the effective collection area of the tag antenna and therefore, power densities are highly important. Equation (85) describes the power density of the electromagnetic wave incident on the RFID tag antenna in free space (Nikitin et al., 2007) .
where t P is the transmitted power, t G is the gain of the transmitting antenna and r is the distance between the tag and the reader. To model the power received by the tag antenna, Equation (85) is multiplied by the effective area of the antenna as depicted in Equation (86). This is the maximum power delivered to the complex conjugated load of Equations (83) and (84):
where e A is the effective area of the antenna given by Equation (87):
where G is the tag antenna gain. The power of the backscatter signal is the power dissipated by the antenna multiplied by the tag antenna gain (Nikitin and Rao, 2006) :
where K is the factor that defines the load impedance mismatch. This factor is defined as a contribution of a , R a Z and c Z from Equations (83) and (84) and is calculated using Equation (89). Notice that for real values of antenna impedances a reradiated power of up to four times more is expected (Nikitin and Rao, 2006) . This assumption fails when the antenna impedance becomes reactive, causing the complex conjugated antenna to reradiate even more power (Nikitin and Rao, 2006; Rao et al., 2005) . 
Using Equations (83), (84) and (89), Table 4 is derived to describe the values for factor K for different values of the antenna load impedances. Similarly, using Table 4 and the equations derived above, the backscatter signal strength is deduced and produced in Equation (90).
Table 4
Factor K for different antenna load impedances
Source: Nikitin and Rao (2006) .
Including the inefficiency parameter from Equation (74), a comprehensive description of the tag backscatter is presented and is calculable from Equation (91), which is matched parametrically with (82) to reveal Equation (92). 
Finally, combining the general theory of the power received at the RFID tag in metal pipes with Equation (92), a comprehensive theory that describes the power of the tag reply signal at the reader is attained. This theory can be calculated from Equation (93) using the supporting functions and equations (Equations (65) through (73)). Section 6.6 describes the readability of the typical passive UHF RFID tag in metal pipes. This section models the readability ratio as a constant ratio of the power transmitted as compared to the received tag reply signal strength. This method provides a complete theoretical evaluation of passive UHF RFID system in metal pipes.
Readability of UHF passive RFID tags
The readability of a tag is a ratio that describes the number of read attempts as compared to the number of actual reads. There are various factors that are typically considered for a readability measurement. Some factors such as range, power, tag and reader antenna designs, ASIC design, environments and number of tags in the environments are highly critical to this ratio. The general theory leading up to the RSS calculator at the reader as described in Equation (93) considers most of these factors. This theory, however, does not consider many other environmental impacts and currently does not consider operation of multiple tags, whether it be inside or outside the metal pipes. These environments require advanced theories that would take much more mathematical analysis and computation, and could potentially yield highly unstable sets of equations. However, using the comprehensive theories underlined in this paper, a simplistic description of the readability ratio can be attempted. For the purpose of this paper, assume the definition of read ratio is dependent on the power of the signal transmitted by the reader to the power of the tag reply signal. Then, it follows that the readability ratio is calculable using Equation (94):
where η R is the complex readability constant that defines the amplification and noise filtering system in the passive UHF RFID reader and is defined by Equation (95).
where η a is the amplification constant and η n is the noise filtering constant. The absolute value of the readability constant is calculable using the equation 2 2 R a n
The complex readability constant is typically a dynamically changing variable based on events and environments, impacted by time-space and is non-classified as of present. The readability ratio (R) is required to be a real number between 0 and 1 (0 ≤ R ≤ 1). Therefore, the upper and lower bounds of the absolute value of the complex readability constant are defined by the statement presented.
In the following section, a qualitative analysis is conducted to analyse and collect information regarding actual tag behaviour in different sizes of metal pipes. The metal pipes are chosen to be above and below the cutoff frequency for passive UHF RFID systems. This is used to simulate the passive UHF RFID system at 902-928 MHz. In this exercise, the intent is to collect the tag behaviour, which can then be used to validate the general theory derived in Section 6. While the following section concentrates in accumulating the tag related performance in metal pipes, Section 8 will be dedicated to analysing a sample data set from Section 7 to validate the general theory.
Qualitative analysis
This section focuses on the experimental test setup and the analytical and qualitative analysis of different UHF tag antenna designs in metal pipes. The tag design used extensively during this process is the quarter wave monopole antenna. The monopole antenna behaves exactly the same as the dipole antenna. It is designed by replacing one half of the dipole antenna with a ground plane at right angles (90°) to the remaining half. This design is chosen because its radiation and gain pattern resembles the majority of passive UHF RFID tags that exist in the market today. The setup for the analysis is broken down into two distinct parts. These parts are the monopole in the z-axis and in the x-axis as depicted in Figure 19 (a) and (b), respectively. This analysis is conducted in an electromagnetic environment called Feko 5.3 which is developed using leading Computational Electromagnetic (CEM) methods. The method used here was the hybrid MoM/FEM which involves the full coupling of metallic environments using MoM methods with the heterogeneous dielectric bodies in the FEM regions. This method is highly accurate for the structure sizes used in this paper. In the following section, the experimental test setup is detailed.
Experimental test setup
The experimentation setup is depicted for both scenarios in Figure 19 . In Figure 19 (a) the purple base serves as the ground plane for the monopole antenna in the +z-axis. Notice that in figure 19(b) , the ground plane is the metal pipe itself and the antenna is in the +x-axis which is radial in nature when considering the metal pipe structure. The length of the monopole antenna is a quarter wavelength in both figures and the metal pipe is designated to 1 m in length. The radius of the metal pipe is varied such that it is below and then above cutoff frequencies for all measurements in all axes. In Section 7.2, the results of the analytical analysis are presented. 
Results
In this section, the results of the analytical analysis are presented for both cases as depicted in Figure 20 , where the monopole is oriented in the +x-axis and +z-axis, respectively. Notice that the maximum gain of the monopole antenna is 1.56 (linear gain) at right angles (90°) to the axis of perspective. This linear gain corresponds to ( ) 10 20 log 1.56 3.86249 dB. = In the following sections, the results for the evaluation in the +z-axis and +x-axis is presented for both above and then below the cutoff frequency. 
Quarter-wave monopole in the +z axis
The monopole antenna placed in the +z-axis is located in the centre of the metal pipe. Since the antenna is along the +z axis, the antenna is located from the { } { } m The following sections will illuminate the results for the setup described above.
Above cutoff frequency
The results for the tag at the centre of the metal pipe are shown in Figure 21 below. Notice that the gain pattern of the tag antenna is allowed to permeate through the metal pipe to enable better visualisation. The maximum gain recorded is 2.40 in the -z direction. Notice that at different angles of wave incidence, the gain could vary from 2.40 to 0. This means that, if the ray tracing method were used to discover the readability, it would yield highly sensitive to minor changes in the path or angle of incidence. On the other hand, an electromagnetic wave travelling in the path parallel to the z-axis would typically have a gain of 0 and therefore would yield no reads. These results predict that, if the reader was pointing directly at the tag from the z-axis, the tag would almost definitely not be read. However, since the reader is not a LOS reader, the reflections of non-parallel rays would increase the probability of reads.
Below cutoff frequency
At below the cutoff frequency, notice that for the same tag antenna setup, the maximum linear gain is negative. This is because the power loss using the MoM method is larger than the active power. This typically occurs when the imaginary part of the impedance is large, thus causing the real part to be highly inaccurate. This means that under most conditions, the tag would not be read at the centre of a metre long metal pipe. In Section 7.2.2, the quarter-wave monopole is investigated for the case when it is aligned radially along the +x-axis of the metal pipe.
Quarter-wave monopole in the +x axis
The quarter-wave monopole is aligned in the +x-axis and analysed for both above and below cutoff frequency. The tag is positioned such that the antenna is located from the
where r is the radius of the metal pipe. As depicted in Figure 19 , the metal pipe is located along the z-axis,
Above cutoff frequency
Notice that when subjected to a region above cutoff, the monopole behaves differently when compared with Figure 21 . This shows that the direction of the antenna is absolutely critical. From Figure 23 , if the reader is LOS and parallel to the z-axis, the probability of reads is extremely high. However, non-LOS rays could potentially not be read since the tag antenna gains are lower for any angles beside LOS. Therefore, the monopole antenna in the +x-axis works well when the reader and tag are aligned, but does not work as well when non-LOS ray tracing is required. Comparing  Figures 21 and 23 , it is obvious that there are different gain patterns for the tag antenna when the directionality of the tag antenna changes. 
Below cutoff frequency
Analysing the results for the monopole in the +x-axis under below cutoff conditions, it is recognised that the gain patterns do not reflect negative values as for the case depicted in Figure 22 . However, the results as presented in Figure 24 , show that the gain of the tag antenna is two orders of magnitude lower than the maximum tag antenna gain in free space. Furthermore, the maximum gain is in the x-axis direction which is perpendicular to the surface of the metal pipe and therefore, would not allow any successful reads. A brief conclusion from analysing tag antennas working below cutoff is that they would not yield any reads in most conditions. However, for cases when the tags are extremely close to the mouth of the metal pipe, high attenuations could still allow some tags to be read. Nevertheless, these reads are typically insignificant and would be highly dependent on the LOS of the reader antenna as well as the direction of the tag antenna. In the following section, further results are presented for special antenna designs. The designs considered here are the helical antenna in the +z-axis and the cone-shaped helical antenna in the +z-axis.
Further results
Helical antenna designs consist of a conducting wire wound to form a helix. The parameters that dictate the way helical antennas operate include the number of turns, direction of the turns, spacing between the turns, the circumference of the helix, the impedances and the wavelength of the electromagnetic waves. The directive gain of the helical antenna in free space is modelled well by the equation. 
where N is the number of turns, C is the circumference, S is the spacing between each turn and λ is the wavelength. In the case of a cone-shaped helical antenna, the value of the directive gain is dynamic and therefore, a complex directive gain is accumulated in Equation (98). This function can, therefore, be substituted directly into Equation (93) for the purpose of the analysis. In the following sections, the results of the analytical evaluations for both types of helical antennas are presented. Figure 25 illustrates the gain pattern for the helical antenna in the +z-axis. The purpose of this illustration is to present the typical directive gain plot for this type of antenna structure. Notice that the directive gain is higher in magnitude in the reverse -z direction. The helical antenna in this figure is designed using left-handed winding and has the diameter of / 4 λ and 10. = N The right-handed winding would produce a similar gain pattern with the higher magnitude side on the +z direction instead. The effective gain pattern inside a metal pipe above cutoff frequency for the helical antenna in Figure 25 is shown in Figure 26 . The helical antenna is placed at the origin and centre of the metal pipe, while the metal pipe is located along the z-axis, where Notice that the gain pattern observed from the helical antenna is awkwardly positioned at various angles. This type of gain pattern typically allows the passive tag to increase its performance but still lacks the robustness required in a metal pipe environment. The purpose of the helical antenna design is to enable a high spread gain throughout the metal pipe. Although the results from helical design seem to give higher magnitudes of directional gain, the non-comprehensive coverage area of the gain patterns is not up to the standards for the requirements of tagging in metal pipes. The final design studied in this paper is the cone-shaped helical antenna presented in the following section.
Helical antenna in the +z Axis
{ } { } min max , 0.25, 0.75 = − l l .
Cone-shaped helical antenna in the +z axis
The cone-shaped antenna design typically allows a more dynamic nature for the gain patterns. This is reflected by the two-dimensional intersection caused by the conical structure. The angle of intersection is modified for a high gain while maintaining directionality. The results for the gain of a cone-shaped helical antenna are shown in Figure 27 . Notice that the directional gain of this antenna can be approximated using the dynamically modified version of Equation (98). Another method to analyse this design is by using the methods used to approximate helical antennae with cylindrical cups as the bases. When using this method, care must be taken to reflect the image of the directional gains.
Figure 27
Gain pattern of a cone-shaped helical antenna in the +z axis at the centre of the metal pipe above cutoff frequency (for colours see online version) Figure 28 shows the cone-shaped helical antenna design in the metal pipe. The helical antenna is placed at the origin and centre of the metal pipe, while the metal pipe is located along the z-axis, where { } { } min max , 0.25, 0.75 . l l = − Notice that the metal pipe actually works as an amplification process for the gain of this type of helical antenna. This is caused by the winding of the antenna and by the two-dimensional conical line intersections as discussed earlier. Also, notice that the gain pattern of this type of antenna seems to satisfy to some extent the requirements for the comprehensive coverage area.
Using a design similar to this would therefore, allow the successful tagging of metal pipes when used in conjunction with the general theory of RF propagation as derived in Equation (93). In the following section, discussions regarding the analytical evaluations are presented. This section also describes the theoretical evaluations found in Section 6.
Figure 28
Gain of the cone shaped helical antenna (dB) versus angle from z-axis (for colours see online version)
Discussion
In this section, the body of work proposed and evaluated is used to predict the workings of a passive UHF RFID tag with a cone-shaped helical antenna. The details of the design include the complex conjugate impedances in the ASIC and the assumptions generalised in Section 6. From Figure 27 in Section 7, the gain pattern of a cone-shaped helical antenna is depicted in Figure 28 and can be represented by Equations (99) and (100):
This function is a generalised description of the cone-shaped helical tag antenna, and when inserted in Equation (93), calculates the RSS in dBm at the reader. The environment conditions and constant variables are as described above, similar to the assumptions made in Section 6. Figure 29 depicts the RSS in dBm when calculated using the equations developed in Section 6 for the power at the tag. This plot is generated for the variable distance between the reader and the surface of the metal pipe. Notice that the effects of the angle of incidence tend to reduce the signal strength slightly but are typically linear in nature. This requires a complex explanation that involves both deterministic and idealistic constructive as well as destructive interferences and will be tackled in further publications. An easy way to explain this is that the rays incident on the surface of the metal pipe at higher angles typically have a longer path to the source and therefore, tend to lose more power due to propagation. Although this simplistic assumption is true, the actual reasons for this effect are highly mathematically involving. Figure 30 depicts the RSS at the reader system for a given distance between the reader and the surface opening of the metal pipe, as well as the angle from the z-axis. Notice that the variations are manifold and not directly predictable using judgement and intuition. Notice that the uncertainty in the centre of the metal pipe could yield an averaged readability ratio of up to 0.5 if the nominal read ratio is for the RSS of approximately -23dBm, when analysed using the theory developed in Section 6. Also notice that there are interesting occurrences closer to the boundary conditions of the metal pipe and free propagation space. In the following section, a comprehensive conclusion is presented that summarises the workings of passive RFID tags in metal pipes.
Conclusion
In this paper, the characteristics of RF propagation in metal pipes are studied for passive RFID systems. It is found that there are various variables that contribute to the performance and readability of passive UHF tags in metal pipes. Using the theory developed in this paper, parameters for specific passive RFID systems are chosen and analysed. These theoretical and analytical evaluations show that the performance of passive RFID tags in metal pipes is complex in nature. These complexities are further discussed to reveal the nature of the RSS of the passive reader system for tags in a given metal pipe. The general theory presented in this paper allows the straight forward evaluation of passive RFID systems when used intrinsically or extrinsically in metal pipes. This theory is also derived to include fundamental constraints of the operating environment. Finally, analytical results and compelling discussions are presented for the workings of passive RFID systems in metal pipes.
